COOKIE POLICY

www.autonom.ro

1. Cookie Policy

This policy informs you about the cookies implemented on the website www.autonom.ro,
belonging to Autonom Services S.A., with its registered office at 4 Fermelor Street, Piatra
Neamt, and its administrative office at 131-137 Calea Floreasca, 7th Floor, Sector 1, Bucharest.,
with UIC 18433260, registered in the National Trade Register Office under no. J2006000280271.
Every time you visit www.autonom.ro we automatically collect the following categories of
personal data: your IP address, the browser you are using, browser version and operating system.
Our cookies do not retain personal data such as your first or last name, email address or bank
details.

This policy is supplemented by the Privacy Policy, available at www.autonom.ro (hereinafter

referred to as the "Site"), regarding the protection of personal data.

2. What are cookies?

In order to function properly, most websites require the collection of basic information from
users. A website will create certain files called Cookies (which are, in reality, small text files created
on users' devices and used to navigate on that page). These Cookies are created to allow the
Website to recognize its users and subsequent visits or to authorize other Websites to recognize

these users for a specifically defined purpose.

For more information about cookies, we invite you to visit: www.allaboutcookies.org.

3. What do cookies do?

Cookies fulfil several roles in order to make the web browsing experience fast and interactive. For
example, they are used to remember your browsing preferences on the site you visit, to deliver

content according to your preferences and to help you navigate pages.

Rejecting or disabling cookies does not mean that you will no longer receive commercial
communications online, only that they will no longer be able to take into account your preferences

and interests as evidenced by your browsing behavior.


http://www.autonom.ro/
http://www.allaboutcookies.org/

4. Why do we use cookies?

The cookies of www.autonom.ro are used for several purposes, including;:

optimal functioning of our online platform.

5. What types of cookies exist and what types do we use?

The number, name, type, purpose and duration of cookies placed on www.autonom.ro may vary.

We will make every effort to update our Cookie and Privacy Policy periodically to keep you

informed.

Websites can use two types of cookies: per session and persistent.

Per-session cookies are temporary files that remain on the user's terminal until the session
ends or the application (web browser) is closed. A session starts when the user accesses a
website or web application and ends when the user leaves the website or closes the browser
window. Session cookies contain information that is stored in a temporary memory
location, which is deleted after the session ends. Unlike other cookies, session cookies are
never stored on the user's device. They are therefore known as "transient cookies", "non-
persistent cookies" or "temporary cookies". Session cookies do not permanently record
data and are not stored on the user's computer hard drive. Session cookies do not give the
Site access to information and data on the user's system or to private information about

the user.

Persistent cookies remain on the user's terminal for a period determined by the cookie
settings or until they are manually deleted by the user. Persistent cookies are cookies that
are stored on a user's device for a considerably longer period of time. They are therefore
also known as "permanent cookies". Persistent cookies recognise users and remember
their browser settings or preferences on subsequent visits and help websites provide better
user experiences. Persistent cookies also include those placed by a website other than the
one the user is currently visiting - known as "third party cookies" - which can be used
anonymously to remember a user's interests so that the most relevant advertising can be
delivered to them. Third party cookies are issued by any party other than the website or a
domain that a user visits directly. A third party may be an advertiser providing targeted
ads or other service providers helping website controllers to add third party elements (e.g.

live chat, social network buttons, Google Maps element, etc.) to their website.
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On our platform there are the following cookies that we use: Necessary Cookies, Performance

Cookies, Targeting Cookies, Functionality Cookies, and Unclassified Cookies.

Necessary cookies help us make the website usable by enabling basic functions such as
page navigation and access to secure areas of the website. The site cannot function

properly without these cookies.

In addition to the necessary cookies there are the following categories of cookies:

Performance cookies retain the user's preferences on how to use the Site, so there is no
need to set them each time you visit the Site. They do not collect information that can
identify users, all data being anonymous. Performance cookies are only used to improve
the way the Site works.

Functional cookies are used to improve the performance of websites, because without
them certain functions of the website may not be available. However, they are not vital to
the functioning of a website, but they allow important information and user preferences
to be retained. Information may include login details, region, language and enhanced
content.

Targeting (or advertising) cookies aim to redirect advertisements to users' interests based
on previous web browsing activity.

Unclassified cookies are cookies in the process of being classified.

The website www.autonom.ro uses cookies with the following characteristics:

Cookie key Domain Cookie type Expiration Description
PHPSESSID www.autonom. First-party Session Cookie generated by
Strictly Necessary ro applications based on the PHP

language. This is a general
purpose identifier used to
maintain user session
variables. It is normally a
random generated number,
how it is used can be specific to
the site, but a good example is
maintaining a logged-in status

for a user between pages.




ci_session

Strictly Necessary

www.autonom.

ro

First-party

1 hour 59

minutes

Cookie normally associated
with the Codelgniter
framework for building PHP
based applications. Usually
used to maintain a user state
during a browser session for
consistancy of user experience.
By default the cookie is
destroyed when the browser
session ends, in which case it
can be Strictly Necessary.
However, it can optionally be
stored in a database and be
used for tracking users or other
purposes, in such cases a
category of Strictly Necessary
will probably not apply.

CookieScriptCo

nsent

Strictly Necessary

www.autonom.

ro

First-party

4 weeks 2 days

This cookie is used by Cookie-
Script.com service to
remember visitor cookie
consent preferences. It is
necessary for Cookie-
Script.com cookie banner to

work properly.

_dc_gtm_UA-
6544307-9
Strictly Necessary

www.autonom.

ro

First-party

58 seconds

This cookie is associated with
sites using Google Tag
Manager to load other scripts
and code into a page. Where it
is used it may be regarded as
Strictly Necessary as without

it, other scripts may not

function correctly. The end of




the name is a unique number
which is also an identifier for
an associated Google Analytics

account.

_gat_UA-
6544307-9

Performance

www.autonom.

ro

First-party

59 seconds

This is a pattern type cookie
set by Google Analytics, where
the pattern element on the
name contains the unique
identity number of the account
or website it relates to. It is a
variation of the _gat cookie
which is used to limit the
amount of data recorded by
Google on high traffic volume

websites.

_ga_Vi154WCKT
4R

Performance

www.autonom.

ro

First-party

1 year 1 month

This cookie is used by Google
Analytics to persist session

state.

_ga_NHSPBBSY

www.autonom.

First-party

1 year 1 month

This cookie is used by Google

MH ro Analytics to persist session
state.
Performance
_ga www.autonom. First-party 1year 1 month | This cookie name is associated
ro with Google Universal
Performance

Analytics - which is a
significant update to Google's
more commonly used analytics
service. This cookie is used to
distinguish unique users by
assigning a randomly

generated number as a client




identifier. It is included in each

page request in a site and used

to calculate visitor, session and
campaign data for the sites

analytics reports.

_gid www.autonom. First-party 1 day This cookie is set by Google
0 Analytics. It stores and update
Performance g v resancup
a unique value for each page
visited and is used to count
and track pageviews.
_gcl_au www.autonom. First-party 2 months 4 Used by Google AdSense for
) ro weeks experimenting with
Targeting
advertisement efficiency across
websites using their services
_tbp www.autonom. First-party 2 months 4 Used by Meta to deliver a
. ro weeks series of advertisement
Targeting
products such as real time
bidding from third party
advertisers
IDE .doubleclick.ne Third-party 1year 3 weeks This cookie is set by
) t Doubleclick and carries out
Targeting

information about how the end
user uses the website and any
advertising that the end user
may have seen before visiting

the said website.

pll_language www.autonom. First-party 1 year To store language settings.
ro
Functionality
hotjarsurveydel | www.autonom. First-party 29 seconds Unclassified cookie

ay

ro




6. The importance of cookies

Cookies are at the heart of the efficient functioning of the Internet, helping to generate a friendly

browsing experience tailored to the preferences and interests of each user.
Refusing or disabling cookies may make some sites unusable.

Refusing or disabling cookies does not mean that you will no longer receive online advertising,
only that it will no longer be able to take into account your preferences and interests as evidenced

by your browsing behaviour.

Examples of important uses of cookies (which do not require user authentication through an
account):
« Content and services tailored to user preferences - product and service categories;
« Offers tailored to user interests - password retention;
« Retention of child protection filters on Internet content (family mode options, safe search
functions);
« Limiting the frequency of ads - limiting the number of times an ad is displayed for a given
user on a site;
» Providing relevant advertising to users;
« Measuring, optimizing and analytics features - e.g. confirming a certain level of traffic on
a website, what type of content is viewed and how a user arrives on a website (e.g. via
search engines, directly, from other websites, etc.). Websites perform these usage analyses

to improve their websites for the benefit of users.

7. Do cookies contain personal data?

Cookies themselves do not require personal data to be used by the Controller on its own behalf
and, in most cases, do not personally identify Internet users. Personal data processed through the
use of Cookies may only be collected to facilitate certain functionalities for the user. Thus, the data

is encrypted in a way that makes it impossible for unauthorized persons to access it.

8. Deleting cookies

In general, an application used to access web pages allows cookies to be saved on the terminal by
default. These settings can be changed in such a way that the automatic management of Cookies

is blocked by the web browser or the user is informed each time Cookies are sent to his terminal.
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Detailed information about the possibilities and modes of Cookie management can be found in
the settings area of the application (web browser). Limiting the use of Cookies may affect certain

functionalities of the website.

9. Security and security issues

Cookies use text-only formats and are not made up of pieces of code, which is why they cannot be
executed or run themselves. Consequently, they cannot be duplicated or replicated on other

networks to run or replicate themselves again.

In general, browsers have built-in privacy settings that provide different levels of cookie

acceptance, validity period and automatic deletion after the user has visited a particular Site.

10. Other security issues related to Cookies

Since identity protection is very valuable and is the right of every Internet user, it is advisable to
know what possible problems Cookies can create. Because cookies are constantly transmitting
information back and forth between the browser and the website, if an attacker or unauthorised
person intervenes in the data transmission process, the information contained in the cookie can

be intercepted.

Other Cookie-based attacks involve incorrect Cookie settings on servers. If a website does not
require the browser to use only encrypted channels, attackers can use this vulnerability to trick
browsers into sending information through unsecured channels. Attackers then use the
information to gain unauthorized access to certain websites. It is very important to be careful in

choosing the most appropriate method of protecting your personal information.

11. How to control/ delete cookies?

You should bear in mind that any preference settings will be lost if you delete Cookies and many
features will be hampered because of this. We do not recommend doing this when using the site.
Most browsers accept cookies automatically, but you can change your browser settings to delete

or prevent automatic acceptance of cookies.

"non

Visit the "options", "settings" or "preferences" sections of your browser menu to change your

settings, or visit the following addresses for more information:

e managing cookies in Chrome;


https://support.google.com/accounts/answer/61416?hl=ro&co=GENIE.Platform%3DDesktop&oco=1

e managing cookies in Firefox;

e managing cookies in Internet Explorer;

e managing cookies in Safari;

¢ managing cookies on your Android;

¢ cookies management on iPhone si iPad (IoS operating system).

12. Contact details

For further information or to exercise your rights as a data subject as described in the Privacy
Policy on our website, you may contact us at any time at the postal address indicated above or at

the e-mail address: protectiadatelor@autonom.ro.


https://support.mozilla.org/ro/kb/activarea-si-dezactivarea-cookie-urilor
https://support.microsoft.com/ro-ro/windows/%C8%99tergerea-%C8%99i-gestionarea-modulelor-cookie-168dab11-0753-043d-7c16-ede5947fc64d
https://support.apple.com/ro-ro/guide/safari/sfri11471/mac
https://support.google.com/accounts/answer/61416?hl=ro&co=GENIE.Platform%3DAndroid&oco=1
https://support.google.com/accounts/answer/61416?hl=ro&co=GENIE.Platform%3DiOS&oco=1
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